Kyxat «Camypbik-Kasbinan OAK» AK 21eKTpoH Ibl HOPTAIBIMEH KYPbLUIFaH

JIoKyMeHT ChOPMHPOBAH NIOPTAIIOM HeKTPOHHBIX 3aKynok AQ «DHB «Campyk-Kasbina»

TEXHUYECKAS CHEHU®UKALUS

no 3akynke 446041
cnoco6oM OTKpPBITHIN TeH1ep HA MOHUKEHHe

Jlot Ne (56-1Y, 1566187) ¥Ycayru no npeaocTaB/ieHHIO JUIIEH3UIl HA PABO UCIOJIL30BaHNUS IPOrPAMMHOI0 o0ecreYeHust

3aka3uuk: AKHOHepHOe 001ecTBO ""Campyk-JHepro"
Opranuzarop: AkunonepHoe oomectso "Campyk-JHepro"

1. KpaTtkoe onucanue TPY

HaumeHoBaHue 3HaueHune

Howmep ctpoku 56-1Y

HammMeHnoBaHwue 1 kpaTkasi| Y CIlyTH 10 IPEIOCTABICHHIO JTHIECH3UI Ha PABO HCIIOIB30BAHIS IPOTPaMMHOT0 o0ecTieueH s, Y CIIyTH 110
XapaKTePUCTHKA MIPEIOCTaBICHHUIO JIMIIEH3MI Ha MIPABO UCIIOIB30BAHUS ITPOTPAMMHOTO 00eCTIeHeHIS

JlomonHuTENbHAS Ycnyru o npeIocTaBICHHIO JIMICH3UI Ha TIPABO MCIOIb30BAHKS IPOrPAMMHOTO 00ECIICUCHHS IO MPEIOTBPAIICHUIO
XapaKTepl/ICTl/lKa yTe‘lKI/l KOH(I)I/IJleHL[I/IaJ'lele JAHHBIX

KommaecTtBo 1.000

Eaunnna usmepenus -

MecTo nocTaBKH KA3AXCTAH, r.Hyp-Cynran, np.Kab6an6ait bateipa 15A, 6ok b

VcioBus mOCTaBKU -

CpoOK NOCTaBKU C naThbl noAmnucaHus 1orosopa B reueHue 30 kajleHaapHbIX JHEH

YcnoBus omarsl IMpenoruara - 0%, ITpomexyTounsrit mnatex - 0%, OxoHuaTenpHbIH mraTex - 100%

2. Onucanne u Tpedyemble (PYHKIMOHATbHbBIE, TEXHHYECKHE, KAUeCTBEeHHbIE U IKCILTYyaTAIIMOHHbIE XapaKTePHCTHKH

TEXHUYECKAS CIIEHUOUKAIINA
VYennyru o npefocTaBIeHHIO JTMIEH3UH Ha PaBO HCIOJIb30BaHUS IIPOrPaMMHOT0 00ecIeYeHNU s

Kox EHC TPV 582950.000.000001

1. Ilpenmer 3akynku
VYcayru 1o npeaocTaBIeHUIO JIMIIEH3HH Ha IPaBO MCIOJIB30BAaHUS TPOTPAMMHOT0 00ECIICUeHNsI M0 MPEIOTBPAIICHUIO YTEUKN
KOH(UICHIIATBHBIX TaHHBIX.

2. O0BeM M XapaKTepPUCTUKH 3aKyaeMbIX YCIyT

2.1. IlporpamMHOe obecriedeHue Jyisi 0OecIieueHUsI KOHTPOIIS M IIPEJOTBPAIEeHHs YTeUKH KOH(HASHINAIbHBIX JTaHHBIX TPeIHAa3HAYCH IS
oOHapy KeHUs U OJIOKUPOBAHUS Nepenaun KoHpHaeHInanbHol nHpopmaryy. KoHpHIeHIIMAIBHOCTh TaHHBIX UACHTH(GUIMPYETCS 110
Pa3INyHbIM, 3apaHee ONpeJeIeHHbIM IPU3HAKaM U IapameTpam. [IporpaMmMHoe obecrieueHue uis 00ecreueH s KOHTPOIIS U
MIPEIOTBPAIICHUS YTEUKH KOH(GHUICHIIMAIBHBIX JaHHBIX COCTOUT U3 JIBYX IPOrPAMMHBIX KOMIIOHEHTOB H JINIICH3HU K HHIM.

Tabmuna 1. [lepeueHs ToBapoB

Ne HaumenoBanue yciyr TeXHUUeCKUE XapaKTEPUCTHKH YCIIYT, COMEPKAIINN B 0053aTEILHOM MOPSIIKE YKA3aHHYIO B IUIAHE 3aKyIIOK
JIOTIOJTHUTEIILHYIO XapakTepucTHKy En. n3-uus Kom-Bo

12345

Yenyru mo npeoCcTaBICHHIO JTUIICH3UI Ha TIPABO MCITOIb30BaHHS IPOTPAMMHOTO o0ecieueH s Y CIyT Mo MPeI0CTaBICHHIO JIUICH3UI Ha
MPaBO UCIOJIb30BAHUS MPOIPAMMHOTO 00CCIICUCHHUS 10 MPEIOTBPAIICHHIO YTCUKNA KOHDUICHIIMATBHBIX JaHHBIX.

JlunieH3MH Ha KOMITOHEHTBI CHCTEMBI MPEIOTBPAIICHHS YTCUKA KOH(UACHIIMATBHBIX JAHHBIX U KOHTPOJIS aBTOMAaTH3UPOBAHHBIX PabounX
mecT — 380 .

[pu oka3aHUM yCIyT AOJKHBI BXOANUTH JHUIICH3MH Ha CPely BUPTyaau3aluu — | 1IT., KOTOpas T0JDKHA BKITOYaTh cepBepHbie OC — 2 miT., a
TaKXKe JIUICH3MIO Ha 0a3y MaHHBIX — 1 IIT.

ycayra 1

3. TpeboBaHus K OKa3aHUIO YCIYT MO MPEIOCTABICHHIO JTUIICH3UH Ha TPABO HCIIOIb30BAHKS IPOTPAMMHOTO 00eCIICUeHH S 10
MIPEIOTBPAILCHUIO YTEUKH KOH(PHICHIIMAIBHBIX JaHHBIX, B TOM YHCIIe TpeOOBaHMs K IPOrpaMMHOMY obecreueHuIo (nanee — Cucrema).
3.1. TpeGoBanus k apxutekType CHCTEMBI:

3.1.1. Cucrema omkHa OTHOCHTBCS K Kiaccy Enterprise DLP cucteM u mMeTh Kak ()yHKIMOHAJ 3aIIUTHl KOHEYHBIX TOUEK OT yTeUeK
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Kyxat «Camypbik-Kasbinan OAK» AK 21eKTpoH Ibl HOPTAIBIMEH KYPbLUIFaH
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KOH(HICHIIHATHHON HHPOPMAIIMU C TOMOIIBIO YCTAaHABIMBAEMOr0 Ha KoHeuHbIe ToukH areHTa (Endpoint DLP), Tak u dyHknnonan
KOHTPOJIS yTEUKH KOH(pHICHIMATbHON HHpOopMaLyH 1o ceteBbM Kananam (Network DLP).

3.1.2. Cucrema 1o 3aIIUTe OT YTCUKH KOHPHUICHIIUATBHON HHPOPMAIIMK TOKHA OBITh aTeHTCKUM PEIICHUEM, YCTAaHABIMBAEMbBIM Ha
KOHEYHBIE TOYKHY;

3.1.3. Cucrema J0JKHA TIOAACPKUBATH (DYHKITHOHAI TOTTOJHUTEILHOTO KOHTPOJIS YTEUKHA KOHUACHIIMATLHON HHPOPMAITUH TI0 CETEBBIM
KaHaJaMm;

3.1.4. Yupasnenne Moaynsimu CHCTEMBI JJOJDKHA OCYIIECTBISATBCS TOCPEACTBOM BeO Opaysepa;

3.1.5. Cucrema 10/KHa UIMETh BO3MOXKHOCTh LIEHTPAIN30BaHHOTO YIIPABICHUS areHTaMH.

3.2. TpeboBauus k ¢pyHKunoHamy CHCTEMBIL:

3.2.1. Cucrema JJODKHA MOJJICPIKUBATH 3AIUTY KOHEYHBIX TOUEK, PaOOTAIONHUX MO/ YIPaBICHUEM:

— Oneparnronnsie cucteMbl Microsoft: Windows (Desktop/Server) oduitnanbHo moaaepKkuBaeMbie, Ha MOMEHT BHEIPECHHUS CHCTEMBI,
MIPOU3BOUTEIIEM OIEPALIMOHHOM CHCTEMBI;

— Omneparnrionnsie cucteMsl Linux: Linux (Desktop/Server) B Tom umcie cambie onyssapHbie Bepcun: Debian, Red Hat, SUSE, Ubuntu u T1;
— Omneparnonssle cucteMsl MacOS X.

3.2.2. Cucrema JJOIDKHA MOJISPIKUBATh 3AIUTY KOHEYHBIX TOUEK, Pa0OTarONIMX MO/ YIPABICHHEM ONEpallMOHHEIX CHCTEM B cpene Virtual
Desktop Infrastructure.

3.2.3. Cucrema J0JKHA TIOANCPKABATh 00OHAPYKEeHUE KOH(DUACHIIMATbHOM HH)OPMAIINU Ha BCEX KOHEYHBIX TOUKaX, pabOTAIOIINX O
ynpasiernem OC Windows (Desktop/Server), Linux (Desktop/Server), Mac OSX, B BJ], SharePoint, file shares (Windows, Samba, CIFS,
NES).

3.2.4. Cucrema nomkHa obecrieynBaTh 0OHapy)keHHe KOHDUICHIIHANbHOH nHopManuy B daiinax rpaguueckux H300pakeHHi ¢ IOMOIIBI0
BcTpoeHHoro Moayiist OCR. DToT pyHKIMOHAN HE TOJDKEH TpeOoBaTh NPHOOPETEHHS OTIeIbHON JTMIICH3UH.

3.2.5. Cucrema J0JKHA TIOAACPKABATh HHTErpanuio ¢ Microsoft Active Directory.

3.2.6. Cucrema JJOIDKHA MOICPIKUBATh 3aIUTy KOH(QHUICHINAIBHBIX JaHHBIX OT YTEUeK B 00JaYHBIX XPAHWIMINAX JAHHBIX H 00JaYHBIX
CepBHCax.

3.2.7. Cucrema JJOIDKHA MOJICPIKUBATH 3aIUTY KOH(PHICHIMATBHOW HHPOPMALIMK OT yTeueK Mpu paboTe ¢ 00JaYHBIMH CEPBUCAMH U
00JIaUuHBIMU XPaHWIHIIAMH JaHHBIX.

3.2.8. Cucrema J0JKHA TIOAICPKUBATH CICAYIOIINE METOIbI Kiacchdukaiu 1anHbix (Data Classification):

— aBTOMaTHYECKHH, Oa3upyromuiicss Ha KOHTeKcTe (HalpuMmep, Ha OCHOBE MH(POPMALMK 0 MECTOHaXOKIeHHH (aiina ¢ KoHUIeHIMAIbHOMH
nHpopmarmeit);

— aBTOMaTHYECKHH, Oa3upyromuiicss Ha KOHTeHTe (coaepkuMoM (aiina/e-mail);

— Gasupyrouiuiics Ha (ailyioBbIX onepanusx (Ter Kiaccu(UKanuy onpenesieTcs MappyToM epemerieHns daiina wm e-mail);

— OIpeZeNsAeMbli IPUIOKEHUEM (Ter KITacCU(pUKAIMHU ONPEACIeTCS IPUIOKEHHEM, KOTopoe co3aaeT/Moaquduuupyert daiin);

— ompeaeNnsIeMbli IPUHAICKHOCTBIO (aiina/e-mail moap30BaTeO/TPYIINe MOJIb30BaTENEH;

— MOJIb30BATEIbCKUH (TI0b30BATENb BPYYHYIO MOXKET KiacCUpUIMpoBaTh (aii miy e-mail B mporiecce ero co3IaHus Wi mociie). IToT
(yHKIMOHAJ TOJDKEH OBITh pealn30BaH BCTPOCHHOM MHTErpaliieil B areHT Ha KOHEYHOH TOUKe CTaHAapTHOrO (yHKI[HOHAIA
Kiaccu(UKAMK TaHHBIX. (JIMLIEH3Ms HA STOT (YHKIMOHAT Ha 3TOM JTale He J0JDKHA BKIIIOYAThCS, HO IpeyiaraeMoe porpaMMHOe
obecrieyeHue TO0DKHO MOANCPIKUBATh 3TOT (DYHKIIMOHAI 33 CYET MacIITaOUPOBAHNUS ITyTEM IOKYIKHA COOTBETCTBYIOIIECH JIMIICH3UH B
Oymyiem).

3.2.9. Cucrema JJoDKHA MOJIEPKUBATh HHTerpanuto ¢ cuctreMamu SIEM/Log Management:

— Cucrema 10JDKHa MO Iep KUBATh SKCIIOPT coObITHil Hapymiennit b u curnanos tpesoru B SIEM/Log Management-cHCTEMBI, HCTIOB3YsI
npoTokoa u popmat Syslog;

— Cucrema 10yDKHa TOIep)KUBATh SKCIIOPT coObITHi HapyiieHuit b u curnanoB tpeBoru B SIEM-cucteMsl B «pOIHOMY JUIsl HUX (opmate
(manpumep, ArcSight CEF, QRADAR LEEF, Splunk CIM).

3.2.10. Mexanu3M oOHapyxeHHs KOHDUACHIIMATEHONU HHG)OPMAIIUH JOJDKCH TOAICPKUBATH CICAYIOIINEC METOIbI HACHTU(DUKAIINN
nHpopmamu:

— 10 CTPOKaM, KITFOYEBBIM CIIOBaM, PETYJISIPHBIM BEIPAXKESHHSIM, CIIOBapsIM;

— 110 1M (POBBIM OTIIEYATKAM;

— 10 KOHTEKCTHOM KJIacCH(UKALIIH;

— 10 TOYHOMY U MTOJTHOMY COBIIQ/ICHHUIO.

3.2.11. Cucrema 1oyDKHA MTOIEP)KUBATH TETHPOBAHUE (QaiJIOB / SIEKTPOHHBIX IIOYTOBBIX OTIIPABICHUMH.

3.2.12. TerupoBaHue AOJXKHO MOICPIKMUBATHCS HA OCHOBHBIX THIAX (ailiioB:

— Adobe Acrobat — pdf;

— Ansi Text — txt;

— ASF - asf;

— CSV (Comma-separated values) - csv;

— HTML — htm, html;

— MHT-apxuBsl (HTML-apxuBsl, coxpanennsle Internet Explorer) — mht;

— Microsoft Access 2007 — accdb;

— Microsoft Excel — xls, xIsb, xlsm, xIsx, xml, xps;

— Microsoft Word for Windows — doc; docm; docx;

— dopmar apxuBoB — zip; zipX; rar;

— Qaiinel n300paxkeHuii - jpeg, jpg, bmp, gif, tif, tiff;

— Mopmar BpeMEeHHOTO (aiina — tmp;

— C++ Source Code File — cpp;
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— Microsoft Dynamic Link Library — dll;

— Word Document Template — dot, dotx, dotm;

— Artboard Drawing — flv;

— C/C++/Objective-C Header File — h;

— Log File — log;

— NES Sound Format File — nsf;

— Microsoft PowerPoint Template — pot, potm, potx;

— Microsoft PowerPoint Add-in — ppa, ppam;

— Microsoft PowerPoint Slide Show — pps, ppsm;

— Microsoft PowerPoint Presentation — ppt; pptm; ppts; pptx;

— Mac OS X Printable File — prn;

— Microsoft Outlook Personal Information Store File — pst;

— Microsoft Publisher Document — pub;

— Microsoft Rich Text Format File — rtf}

— Microsoft Symbolic Link File — slk;

— Microsoft Visio — vsd, vsdx, vss, Vssx, VstX, VsX;

— Steinberg VST Audio Plugin — vst;

— VTX Chiptune File — vtx;

3.2.13. PesynbTat kiaccupuKamy T0OKeH ObITh 0OpMIICH B BUIC TEra;

3.2.14. Ter nomKeH COXPaHATHCS BHE 3aBUCHMOCTH OT MaHUITYJISLUN C 00bEKTaMH TETUPOBaHN;

3.2.15. [IpucBoeHHBIH TEr JOHKEH HACIEA0BAThCS;

3.2.16. JlomxHa TOANCPKUBATHCS MHOKECTBEHHOCTh TETOB, OTPAXKAIONIAsl Pe3yJIbTAT PAa3IMYHBIX METO0B KJIaCCH(DUKAIIMU, TPUMEHIEMBIX K
OJTHOMY U TOMY K€ OOBEKTY TEeTHPOBAHUS,;

3.2.17. Teru noyKHBI OBITH BUANMEI JaXKe B Cilydae apxuBauuu ¢aiinos (Hanpumep, B ZIP/RAR-¢popmar);

3.3. TpeGoBaHuUs K MOIYJIFO KOHTPOJISI YT€UEK Ha KOHEYHBIX TOUKAX:

3.3.1. 3amuTa KOHEYHBIX TOUEK OT YTCUKH KOH(PUACHINATIBHBIX TaHHBIX, 0OHAPYKeHNE KOH(PHUICHIIMATBHBIX JaHHBIX HA KOHEYHBIX TOYKaX,
Kiaccu(UKALMS JaHHBIX — IOJDKHBI OBITh (DYHKIIMOHAJIOM OJJHOTO areHTa, YCTAaHABIMBAEMOTO Ha KOHEYHYIO TOUKY.

3.3.2. Arent CucteMbl JOJDKEH HOAACPKHUBATh BO3MOXKHOCTh aKTHBAIIMH 3aIUTHI OT LIEJICHANPABICHHBIX aTakK, yTeM aKTHBAIUU
JIOTIOJTHUTEIIBHBIX JINIIEH3UH He BXOIIKX B TIOCTaBKY.

3.3.3. Cucrema JJOIDKHA TOHMUMATh M KOHTPOJIMPOBATh B3aHMOCBS3U MEXKAY POIUTEIILCKUMHE M JOUYSPHUMH IIPOIIECCaMH IIPOrpaMM Ha
KOHEYHBIX TOYKax (JIMLEH3Ms Ha STOT (hyHKLIHMOHAI Ha 3TOM dTale He JODKHA BKIIFOUAThCS, HO IpeylaraeMoe porpaMMHOe 00ecrieueHne
JOJDKHO TIOJIEPKUBATh 9TOT (DYHKIMOHAT 32 CYET MAaCIITAOMPOBAHUS ITyTEM MOKYIIKH COOTBETCTBYIOIIEH JINIIEH3NH B OyIyliem).

3.3.4. Cucrema J0JKHA YMETh aHATM3UPOBATh IapaMeTphl KOMaHIHON CTPOKH ¢ IIEJIbIO IPECeUeHHUs 3allycka KOMaH [, HapyIlIaoIuX
MOJIUTHKU HH(POPMAIIMOHHO 6€30MacHOCTH (JIMIEH3Us Ha 3TOT (DYHKIIMOHAI HA 9TOM JTalle He JOJDKHA BKIIIOYAThCsI, HO MPeaIaracMoe
IporpaMMHOE 00ecIIeueHre JOJDKHO IOICP)KUBATE 9TOT (YHKIMOHAT 32 CUET MacIITAOMPOBAHUS ITyTEM HOKYIIKH COOTBETCTBYIOIICH
JTUIICH3UH B OyAyIIEeM).

3.3.5. Cucrema JJOMKHA yMETh KOHTPOJIMPOBATH BBI30BBI pa3andHbIX DLL-O0M0IHOTEK IPHI0KEHUSIMU HAa KOHEYHBIX TOYKaX U OJIOKUPOBATh
9TH BBI30BHI B ClTy4ae BO3HUKHOBEHHS PUCKOB HAPYIICHHUS MOJIUTHK OS30HaCHOCTH.

3.3.6. Cucrema JJOJDKHA yMETh KOHTPOJIMPOBATH BBIBOJI HA MeyaTh KOH(UACHINATbHOH nHOpMaIuy.

3.3.7. Cucrema TOIDKHA yMETh KOHTPOJIMPOBATH 0OMEH KOH(HAeHINAIbHON nH(OopMaryeil Mex 1y pa3THYHbIMU PUIOKESHUIMH Ha
KOHEYHBIX TOUKax, peanusyembiii komangamu Cut, Copy, Paste, Insert, PrintScreen.

3.3.8. Cucrema JJOIDKHA yMETh KOHTPOJIMPOBATH MepeMellleHUs] KOHGHICHIIAIbHOH HH(OpMannH, OJIOKHPOBATh Ollepalliy KOITHPOBAHUS
KOH(UICHIIMANTBEHOH MH(OPMaIUY W/WIX IPOU3BOIUTH MIM(POBaHKE IEPEHOCHMON KOH(UASHINATIbHON HH(OPMAIIMU Ha CIIeTYIOMNX
BHJIaX BHEIIHHUX HAKOMUTENeH HHOpMaLUK:

— ChbEMHBIE JKECTKHE TUCKHU;

— USB nucku u Flash nakonurenu;

— KapThl TaMSATH;

— CD/DVD u ¢nonmnu-aucky.

3.3.9. Oynkumonan mWUQpOBaHUs JaHHBIX Ha ChEMHBIX YCTPOWCTBaX HE IOJDKEH TpeOOBaTh NPHOOPETEHHS OTISIbHON JTMLICH3NH.

3.3.10. YcranaBnuBaeMblif Ha KOHEYHBIX TOUKAX areHT JOJDKSH UMeTh (IPH HE0OXOJMMOCTH) BO3MOXKHOCTD PAaOOTHI B “HEBHIMMOM” IS
TI0JTE30BATENS PEXKUME.

3.3.11. Yanenue ycTaHaBIMBaeMOr0 Ha KOHEUHBIX TOUYKAX areHTa 6e3 COOTBETCTBYIOIICH aBTOPHU3AINH JOJDKHO OBITh MCKITIOYEHO JTaXKe B
cily4yae HAIMYHs aIMAHUCTPATOPCKUX MPUBHIICTHI HAa KOHEYHOI TOYKe.

3.3.12. Cucrema 10yDKHa KOHTPOJIMPOBATH UCIIOIb30BaHUE KOH(PUACHINATBHON HHPOPMAIHHU JIFOOBIMH TPHIOKEHUSIMH, pPAaOOTAOIIMMH Ha
KOHEYHBIX TOYKAX:

— INourosele kauenTsl: Microsoft Outlook, IBM Lotus;

— Web-6pay3zepsl: Firefox, Google Chrome, Internet Explorer;

— Oducueie mpunoxenus: Microsoft Office Word, Microsoft Office Excel, Microsoft Office Powerpoint, Acrobat Reader, Instant
Messengers u T. 1.

3.3.13. Cuctema noibkHa obecreunBaTh KOHTPOJIL onepanuii ¢ paitnamu Copy, Move, Save As, Open, Close, Read, Write, u Edit na
KOHEYHBIX TOYKAX IS IPEeOTBPALCHHS YTeueK KOHPHUICHINATBHOW HHPOPMALIH.

3.3.14. Cucrema 10yDKHa KOHTPOJIMPOBATH MOMBITKU BBITPY3KH U 3arpy3Ku KOH(pHICHIMATbHONW HHpOpMAINK ¢ KOHEYHBIX Touek B JIBC,
o6uiauHble XpaHWInIa, IHTepHEeT-pecypChl.

3.3.15. Cucrema 10yKHa MOIeP)KUBATH BO3MOXKHOCTD 3aIIUTHl KOHEYHBIX TOUEK OT IIEeICHANPABICHHBIX aTak (JIMLEH3Us Ha 3TOT
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(YHKIMOHAJ Ha ITOM STalle He JOJDKHA BKIIIOYATHCS, HO Mpe/iiaraeMoe porpaMMHoOe 00eciedeHre JOIKHO TOAAEPKUBATh 3TOT
(GyHKIMOHAT 3a cYeT MaclITabHPOBAHUS IIyTEM MOKYIIKM COOTBETCTBYIOIICH JIUIICH3UHN):

— ofecrieynBaTh aHATU3 aHOMAIFHOTO OBECHUS IPHIIOKEHHUIT U MOJIb30BaTes el Ha KOHEUHBIX TOUYKaX;

— METh BO3MOXKHOCTh HHTETPAllUK CO CTOPOHHUMH peleHusiMu (Hanpumep, Palo Alto, Virus Total, FireEye) mis nomyuenns nagopmarmn
0 Pa3IMYHBIX BUIAX BPEIOHOCHBIX IIPOrPaMM;

— KOHTPOJIMPOBATh U OJIOKUPOBATh PACIIPOCTPAHEHNE BPEIOHOCHBIX IPOTrPaMM;

— GJIOKHPOBATH TMOTBITKH JIOCTYIIA BPEAOHOCHBIX MTPOrpaMM K KOH(GHICHIMAIBHO! HH(OpMaLUH;

— HaJIMYHE NpeJl HACTPOCHHO MaHen Knuoepyrpos.

3.3.16. Cucrema oymkHa obecrieyrBaTh KOHTPOJIb pabOThI MPUIOKEHHI Ha 6a3e YepHBIX U OEJbIX CIHCKOB.

3.4. TpeOoBaHUsI K MOIYJIIO KOHTPOJIS YTCUCK IO CETEBBIM KaHaIaM:

3.4.1. Cucrema JJOIDKHA MOJJICPIKUBATH MHCIIEKIHIO TIOYTOBOTO Tpaduka MmyTeM MoTydeHus TpauKa OT areHTa MepechUTKH COOOLIeHIN
3.4.2. Cucrema JJOJDKHA yMETh HHCIIEKTHPOBATh CJISIYIOIINE XapaKTePUCTHKH II0YTOBOTO TpaduKa:

— 3aroJIOBKHU TIOYTOBBIX COOOIIICHMIA,

— TeMy IHChMa;

— TeJo MUCHMa;

— BJIO)KCHHE.

3.4.3. Cucrema J0JKHA TIOAJEP)KUBATh CIIEAYIOIINE KOHTPOJIU:

— BO3MOJKHOCTb IIEpEHAINPABIICHUS HCXOAINX IIMCEM Ha CHCTEMY INH(POBaHUS HCEM CTOPOHHHUX MPOU3BOAUTENIEH, COTIIACHO
HACTPOEHHBIX HOJIUTHUK;

— OJIOKUPOBKY COOOIICHHUI;

— KapaHTHUH.

3.4.4. Cucrema JomkHa moaaepkuBaTh MoHUTOpHUHT ceteBoro (TCP) Tpaduka.

3.4.5. Cucrema omkHa noaaepkuBaTh HHTerpanuio ¢ ICAP-coBMeCTUMBIME IPOKCH CEpBEPaMH, BKIIIOYask peKHUMBI paboThl, kak forward
IIPOKCH, TaK U IeVerse MpOoKCH.

3.4.6. Cucrema JJOIDKHA MOJJICPIKUBATh KAK MOHUTOPHHT, TaK U OJIOKUPOBKY HH(MOpPMAIuy, IpH padote ¢ Bed TpadhuKoMm.

3.4.7. Cucrema n0JKHA TIOANEP)KUBATh PabOTy CO CIEAYIOIIMMH THIIaMH JaHHBIX:

— CTpyKTypHpOBaHHbIC JaHHBIC, BKIOYAs T, YTO XpaHaTcsa B 6a3ax manHbIx (Oracle DB, Microsoft SQL Server, MySQL, PostgreSQL,
DB32, Sybase, Informix) u Tabianunble HOpPMATHI, TAaKHE KaK CSV.

— HecTpykTypupoBaHHbIe JaHHBIC — MUChMA, ipe3eHTanuu, CAD daiiibl, BeO cTpaHUIIbI

4. TpeOoBaHUs K OKa3aHHUIO YCIYT MO HACTpoiike CUCTEMBI:

4.1. ITocTaBUIMK JOMKEH OCYIIECTBUTh HACTPOWKY KOMIIOHEHTOB CHCTEMBI IT0 MECTY IKCILTyaTaIlHH.

4.2. JInsi OIICHKH PeCypcoB, HEOOXOMUMBIX JJIsl pa0OThI CHCTEM — TOJKEH OBITh MPEIOCTABIICH IUIaH PabOT MO BHEIPEHHIO, PACUCT BPEMCHH,
HEOOXOMMOTO Ha BHEJPCHHUE U 3aITyCK B AKCILIYaTAIIUI0 KOMITOHEHTOB CHCTEMBI.

4.3. MHCcTaIISIMs KOMIIOHEHTOB CHCTEMbI IPEAOTBPAIIICHUS YTCUKH KOHPHUICHIIHATBHBIX TaHHBIX U KOHTPOJIS aBTOMATH3UPOBAHHBIX
PpaboUYux MECT - MPH HEOOXOAMMOCTH, JOJIKHO OBITh MPOU3BECHO CO3aHKUE BUPTYAIbHBIX CEPBEPOB Ha 0a3e MMEIOIIErocsi 000PYAOBaHUS Y
3aka3umnKa, yCTAaHOBKA ITPOrPAMMHOI0 00CCIIEYCHHUs CHCTEM, KOHTPOJIb M IPOBEICHNE YCTAHOBKU arcHTOB Ha KOHEYHBIC YCTPOUCTBA.

4.4. OnpeneneHue aKTUBOB Ul oOecTieyeHUs] TH)OPMAIMOHHOMH 0€3011acHOCTH, KOTOPBIE OYAyT KOHTPOJIUPOBATHCS CHCTEMaMHU:

4.4.1. OnpeneneHre COBMECTHO ¢ 3aKa3UMKOM BHYTPCHHHUX JOKYMEHTOB IS CIYKEOHOTO MOJIb30BaHMS: TIOJUTHK, TOPSIKOB, IPHKA30B U
T.J.;

4.4.2. OnpeneneHre COBMECTHO ¢ 3aKa3UMKOM MEPUOJMUECKU TOCTYIAIOUIMX M CO3aBaCMbIX JOKYMEHTOB JICJIONPOU3BOICTBA: TUChMA,
JIOTOBOPHI U T.1.

4.5. Tlycko-Hanago4Hble pabOThI:

4.5.1. HacTtpoiika mpaBuJl KOMIIOHEHTOB CUCTEMBI MPEIOTBPAIICHHS YTEUKH KOH(UICHIIMATBHBIX JAHHBIX U KOHTPOJIS aBTOMAaTH3UPOBAHHBIX
paboyYux MECT Ha OCHOBAHUH OTPEICIICHHOTO TIEPEUHS aKTHBOB;

4.5.2. MOHUTOPHHT pabOThI KOMITIOHEHTOB CHCTEMBI MPEIOTBPAIICHHS YTEYKH KOHDUACHIIMATBHBIX JaHHBIX U KOHTPOJIS
aBTOMATH3UPOBAHHBIX PabOYHMX MECT, OIICHKA 3P (HEKTHBHOCTH pabOThl HACTPOCHHBIX MPABHUIT M MOCICAYIOIIAsT ONTUMH3AIINS MTOCIC 32y CKa
DLP-cuctemsl.

4.6. OnpenieneHne aKTUBOB [UIs oOecTieueHusI TH)OPMAIMOHHOH 0€3011acHOCTH, KOTOPBIEe OYAyT KOHTPOJIUPOBATHCS CHCTEMaMHU:

4.6.1. OnpeneneHre COBMECTHO ¢ 3aKa3UMKOM BHYTPCHHHUX JOKYMEHTOB IS CIYKEOHOTO MOJIb30BaHHMS: TIOJUTHK, TOPSIKOB, IPUKA30B U
T.J.;

4.6.2. OnpeneneHre COBMECTHO ¢ 3aKa3UMKOM MEPHOJMUECKHU MOCTYIAIONIMX M CO3aBAaEMbIX JOKYMEHTOB JICJIONPOU3BOICTBA: TUChMA,
JIOTOBOPHI U T.1.

4.7. TlocTaBUIMK JODKCH MPEIOCTABUTh 3aKa3YMKy BO3MOXHOCTh KOHTPOJISI M HaZ30pa 32 XOJI0M BBITIOIHCHHST HACTPOCK.

4.8. ITocTaBUIMK JODKSH HEMEAJICHHO H3BECTUTh 3aKa3uuKa U 10 MOJIYUCHHsI OT HErO YKa3aHHid, MPHOCTAHOBUTh HACTPOMKH, TIPH
00HAPYKCHUH: - BO3MOXKHBIX HEOIArONPHUATHBIX JJIsI 3aKa3urKa MOCIIECTBHI BBIMOJHEHHUS €r0 YKa3aHHi O Coco0e BBITIOIHEHHST HACTPOCK;
- MHBIX, HE 3aBUCAIIMX OT [10CTaBIIMKA 0OCTOSTENBCTB, YIPOKAOIIMX TOJHOCTH WK Ka4eCTBY pe3ybTaToB BHeApeHHs CUCTEMBI, THOO
CO3JIAI0IIUX HEBO3MOXXHOCTh 3aBEPILICHUS X B CPOK.

4.9. ITocTaBUIMK OCYIECTBUT O0yUCHUE TPEX COTPYAHUKOB 3aKa3yrKa M0 afIMHHUCTPHPOBAHHIO U HACTPOUKH CHCTEMBI,

4.10. TTocTaBIIUK TOHKEH MTPOBECTH TecTHpoBaHne CHCTEMBI Ha OTCIICKHUBaHIE Ae(DEKTOB M HHBIX HEJOYETOB U MPEIOCTABUTH UCTIOHECHHE
B BHJIC OTYETA;

4.11. TlocTaBIIUK TOHKEH MPOBECTH (DYHKIIMOHANBHOE TecTHupoBaHue CHCTEMBI [T TIPOBEPKH UCTIOJHEHHUH BeeX TPEOOBAHUM TEXHUYESCKOM
crienuUKaIUU U IPEIOCTABUTh UCIIOTHEHHE B BHIC OTUCTA;
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Kyxat «Camypbik-Kasbinan OAK» AK 21eKTpoH Ibl HOPTAIBIMEH KYPbLUIFaH

JIoKyMeHT ChOPMHPOBAH NIOPTAIIOM HeKTPOHHBIX 3aKynok AQ «DHB «Campyk-Kasbina»

5. TpeOoBaHuMs K NOTEHIIMAIBHOMY TIOCTaBLIUKY

5.1. [oTeHIMaNBHbIN TOCTABIIMK B COCTABE 3asBKE HA y4acTHE B 3aKyIKaX JODKESH MPEIOCTABUTH HOJIHYIO CHEH(UKALUIO C yKa3aHHEM
BCEX TpeOyeMbIX JHICH3HU, KOJIMUECTBa ¥ BCEX COCTABHBIX YacTel, TpeOyeMbIX JaHHOW TeXHHYECKOH crenudukanuei;

5.2. IloTeHIMaIbHBINA OCTABIIMK B COCTABE 3asiBKE Ha y4acTUE B 3aKyINKax JOJKEH IPe0CTaBUTh IOATBEPXKIAt0Iee MHCbMO, UTO OH
SIBJISICTCS] aBTOPU30BaHHBIM IIAPTHEPOM Ha TPaBO MOCTABKH JIMIIEH3HOHHOTO MPOrpaMMHOT0 obecrieueHusl, npeaaraeMoit CHCTeMBI.

6. CpoK MOIACPKKH JTUIICH3UI 00HOBICHUS — 12 MecsIIeB.

7. MecTo oka3zaHMs yCIyT
Ycnyru JomKHbI ObITh OKa3aHbl 3aKa34MKy 110 aJpecy:
r. Hyp-Cyntas, oprc AO «Campyk-DHeproy, np.Kabanbait 6ateipa, 15A, 6usHec HeHTp «Q»

8. Cpoku oka3aHus yciyr
C natbl 3aKJII0UEHUS 10OroBopa B TeueHUH 30 KaleHAapHbIX JTHEH.

Tlonmucan Taxun Anmat BoimatoBuu
JlaTta moxmucaHus 04.06.2020
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